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VSEBINA

Pregled primerov shem omrezij in vpeljava VLAN-ov.

Zakaj uporabiti VLAN-e.

Malo teorije in definicija pojmov.

Primeri nastavitev VLAN-ov na stikalih.



Usmerjevalnik

Neupravljano stikalo
(unmanaged switch, dummy switch, ...)
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/ Usmerjevalnik

Upravljano stikalo — upravlja Arnes

Trunk (VLAN 2, 3)
Administrativni VLAN = 2

Pedagoski VLAN = 3 Upravljano stikalo — upravljamo sami
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Trunk (VLAN 2, 3)
Administrativni VLAN = 2
Pedagoski VLAN =3
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Trunk (VLAN 2, 3)
Administrativni VLAN = 2
Pedagoski VLAN =3
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Virtualni pedagoski streZnik
(=== virtuaini administrativni streZnik
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Trunk (VLAN 2, 3, 4)
Administrativni VLAN = 2
Pedagoski VLAN =3
Eduroam VLAN =4
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Trunk (VLAN 2, 3, 4)
Administratival VLAN = 2
Pedagoski VLAN = 3
Eduroam VLAN = 4
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Trunk (VLAN 2, 3, 4)
Administrativni VLAN = 2
Pedagoski VLAN = 3
Eduroam VLAN = 4
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ZAKAJ UPORABITI VLAN-E?

= Na istem stikalu lahko uredimo vecC loCenih omrezi.
= Racunalnike, ki niso fizicno na istem stikalu lahko povezemo v isto omrezje.
= ManjSe stevilo portov potrebnih za povezave med stikali.

= Vec Virtualnih LAN-ov (VLAN-ov) na enem fizichnem mediju (kablu).



KAJ POTREBUJEMO ZA VLAN-E?

= Omrezje z nastavljenimi VLAN-i (ustrezno pripravljen usmerjevalnik).
= Pametno stikalo (ustrezno pripravljeno — nastavljen IP).

= Razumevanje uporabe in delovanja VLAN-ov.



MALO TEORIJE

= |EEE 802.1Q (Dotl1q)
= V Ethernet paket se doda 32 bitov

= 12 bitov za oznako VLAN-a (moznih 4.094 razli¢nih VLAN-ov;
razlicna stikala razlicno max. Stevilo)

= Privzeti VLANID =1

EtherType
Preamble [SFD} Destination MAC Source MAC sg'eyp Payload CRC |/ FCS L Inter Frame Ga
T]2[3]a]5]6 7 812 3 1a]5]6 12 31415 632 3] T T InliJ2[3]al1]2]3]a]5]6]7[8]oJt0]11]12
n = 46-1500
EtherType,
Preamble SFD Destination MAC Source MAC 802.1Q Header Size Payload CRC / FCS
11203 Jafls16f7018l1[203Ta4f]s5016l1f2f3]4f5[]6]1f2]3[4f11]2 1|.|.|.|n_1|2|3|4|1|2|3 4|5i6i7i8|9|10|11|12
1‘_rr|u:oxam_o| PCP/DEIVID n=42-1500

Vir: https://fen.wikipedia.org/wiki/IEEE_802.1Q.



DEFINICIJA POJMOV

VLAN ID

= Untagged

= Tagged

= Port type (access, hybrid, trunk)

= PVID (Pazljivo! VCasih se ne nastavi samodejno.)



KORAKI ZA NASTAVITEV VLAN-OV

1. Kreiranje VLAN ID.
2. Dolog¢anje pripadnosti portov.

3. Dolocanje tipa vmesnika (po potrebi).

4. Doloc¢anje PVID (po potrebi).



PRIMER NASTAVITEV VLAN-OV NA HP 1920

/ Web Management Platform

asfm-sw-01 Create Fort Detail Detail Modify VLAN Modify Port Remove
% Wizard
VLAM range display’ an option to view all available VLANS or a subset of configured VLANS.
% Stack
B sy O Display all VLANs. N isplaying all VLANs may take some time
- ® [1-4094 Display a subset of all configured VLANS, example: 3,5-10.
Device
MNetwork SEEE
VLAN Interface VLAN Summary _ _
Voice VLAN D Description Untagged Membership Tagged Membership
MAC 1 WLAMOOA GE1/0/25-GE1/0/28
. 2 Pedagoski GE1/0/5-GE1/0/22 GE1/0/23-GE1/0/24
3 Administracija GE1/0M1-GE1/0/4 GE10M1-GE0M2, GE1I0I23-GE1/0/24
Link Agaregation
4 GE1/0M1-GE/0M2, GE1/0I23-GE1/0/124
LACP 5 GE1/0/M1-GE1/0/12, GE1/0/23-GE1/0/24
LLDP 5 GE1/0/11-GE1/012, GE1/0/23-GE1/0/24
ARP Management 1

oo GE1/0M1-GE1/0M2, GE1/0/23-GE1/0/24
ARP Anti-Attack

IGMP Snooping
MLD Snooping
IPv4 Routing
IPv6 Routing
DHCP

Service

Diagnostic Tools

Authentication
Security
Qos



PRIMER NASTAVITEV VLAN-OV NA HP 1920

/ Web Management Platform

osfrm-sw-01 Select VLAN Port Detail Detail Modify VLAMN Modify Port Remave

% Wizard

Creata:
% Stack

VLAN IDs: [ Example:3, 5-10

% Summary Create
Device

MNetwork ID Description
WLANDD
Pedagoski
Administracija

VLAN Interface
Voice VLAN
MAC

M5TP

- I S T R R

[=1
=

Link Aggregation
LACP
LLDP ] - ] ]
ARP Management Modify \u’LA.N descrmthn FNote. you can do this later on the Modify VLAMN page)
Modify the description of the selected VLAN:
ARP Anti-Attack -
In] Description
IGMP Snooping
- (1-32 Chars.)
MLD Snooping
TPv4 Routing Apply
IPvE Routing
DHCP
Service

Diagnostic Tools
Authentication

Security
QoS



PRIMER NASTAVITEV VLAN-OV NA HP 1920

/ Web Management Platform

osfm-sw-01 Select VLAN Create Detail Modify VLAN Modify Port Remove
& Wizard
Please selecta port:
% Stack P
% Summary
Device
Network
Select All Select None
VLAN Interface
Voice VLAN EO._H.. NULntagged Membership Tagged Membership I_’|‘rll\(‘:‘l'gpe F'L\IID
MAC GE1/0/21 2 Access 2 -
MSTP GE1/0/23 2-6,100 Hybrid 2
Link Aggregation GE1/0/6 2 Access
LACP GE1/0/8 2 Access 2
LLDP GE1/0M0 2 Access 2
o o GE1/0M2 2 3-8, 100 Hybrid 2
anagemen
. GE110/14 2 Access 2

ARP Anti-Attack
IGMP Snooping
MLD Snooping
IPv4 Routing
IPv6 Routing
DHCP

Senvice

Diagnostic Tools

Authentication
Security
QoS



PRIMER NASTAVITEV VLAN-OV NA HP 1920

/ Web Management Platform

osfrm-sw-01 Select VLAN Create Port Detail dify VLAN Modify Port Remove
& Wizard
Please select a VLAN to display:
o i |2 - Pedagoski v
4 Summary
Device

Network DB E e E
.Untagged DTagged I:’NotA Member

Unt: d Membershi] Tagged Memgbership

VLAN Interface
Voice VLAN

MAC
GE1/0/5-GE1/0I22 GE10/23-G 4
MSTP

Link Aggregation
LACP

LLDP

ARP Management
ARP Anti-Attack
IGMP Snooping
MLD Snooping
IPv4 Routing
IPv6 Routing
DHCP

Service

Diagnostic Tools

Authentication
Security
QoS



PRIMER NASTAVITEV VLAN-OV NA HP 1920

osfrm-sw-01
& Wizard

% Stack
% Summary
Device

Netwaork

VLAN Interface

Voice VLAN

MAC

MSTP

Link Aggregation

Web Management Platform

Select VLAM Create Port Detail Detail Modify VLAM

Select Ports

Remove

Select All - Mone

. Mot avaliable for selection

Select membership type:

® Untagged © Tagged O Not AMember

O Link Type O pviD

LACP

LLDP

ARP Management

ARP Anti-Attack

Enter VLAN IDs to which the pWgs to be assigned:

WLAN IDs: Example: 1,3,5-10

IGMP Snooping

MLD Snooping

IPv4 Routing

IPvG Routing

DHCP

Service

Diagnostic Tools

Authentication
Security

Qos

Selected ports:

Untagged Membership
GE1/0/5

Apply Cancel



PRIMER NASTAVITEV VLAN-OV NA HP 1920

/ Web Management Platform

osfm-sw-01 Select VLAN Create Part Detail Detail Modify VLAN Remaove
< Waard
SelectPorts
@ Stack
% Summary
Device
Hetwork
Select All Select NJ -
Mot avaliable for selection
VLAN Interface
Voice VLAN Select membership type:
MAC
MSTP O Untagged O Tagged O NotAMember ® Link Jype O pviD
Link Aggregation
Lace Link Type: | Access [v|
LLDP

Access

ARP Management Hyhri
.| Hybrid
ARP Anti-Attack Selected ports:
IGMP Snooping Link Type
MLD Snooping GE1/0/7

TPv4 Routing
IPv6 Routing
DHCP
Service

Apply Cancel
Diagnostic Tools

Authentication
Security
Qo5



PRIMER NASTAVITEV VLAN-OV NA HP 1810

Home
Setup Metwork
» Status VLAN
P Network Set
veort setup Create VL&N ~
P Switching
» Security Create VLAN ID (2-4094)
b Trunks Number of VLANS 10
¥ V0LANs
VLAMN Configuration
2 VLAN ID VLAN Name Set Name Delete VLAN
WLAMN Ports
Participation / Tagging 1 defautt
» LLDP Fj adrninL AN
» Diagnhostics 3 classroomsLAN
» Maintenance 4 [
4 [T

5 [T
5 T —
100 [T
Ba3 W
#4 T

O oaoooojogn
ao;goooonmm

Applyl




PRIMER NASTAVITEV VLAN-OV NA HP 1810
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Home
Setup Metwork
Status
Network Setup
Switching
Security
Trunks
VLANS
YLAM Configuration
WLAN Ports
Patticipation | Tagging
LLDP
Diagnostics
Maintenance

Refresh
VLANs » Participation / Tagging
VLAN Tagging
VLAN 2 'I
mTag o f Exclude All
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PRIMER NASTAVITEV VLAN-OV NA CISCO SF-300

Small Business

N cisco  Language: Logout About Help
cisco SF300-24 24-Port 10/100 Managed Switch
Getting Started N
» Status and Statistics VLAN SEttIﬂgS
» Administration VLAN Table
»_PortManagement [J VLANID VLANMName  Orginators —VLAN Interface State  Link Status
S AR D08, SNMP Traps
T O 1 Default Enabled Enabled
Default VLAN Settings O 2 Peadagoski Static Enabled Enabled
O 3 administrativni  Static Enabled Enabled
Interface Settings
Port to VLAN O 4 Static Enabled Enabled
Port VLAN Membership [] 5 Static Enabled Enabled
Private VLAN Seftings 6 Static Enabled Enabled
USRI ) 100 Static Enabled Enabled
» VLAN Groups
» Volce VLAN Edit Delete
» Access Port Multicast TV VLAN

-

Customer Port Multicast TV
» Spanning Tree

» MAC Address Tables

» Multicast

£
=
@
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PRIMER NASTAVITEV VLAN-OV NA CISCO SF-300

alinln Small Business cisco  Language: Logout About Help
cisco SF300-24 24-Port 10/100 Managed Switch - p—

Getting Started
» Status and Statistics

» Administration Interface Settings Table Showing 1-28 of 28 | All per page
Port M it
i lanagemen Filter: Interface Type equals to IF'art .

» Smartport
+ VLAN Manageme: Entry Mo. | Interface  Interface Administrative = Frame Ingress  Primary VLAN = Secondary VLANS
Default VLAN Settings VLAN Mode PVID  Type Filtering
VLAN Settings FE1 Access AdmitAll - Enabled
Interface Settings FEZ Access Admit Al Enabled
Portto VLAN FE3 Access AdmitAll Enabled
AR Erire FE4 Access AdmitAl  Enabled
Private VLAN Settings -
GVRP Settings FES Access AdmitAll  Enabled
VLAN Groups FEG Access Admit Al Enabled
FE7 Access AdmitAll  Enabled
FE3 Access AdmitAll - Enabled

Voice VLAN
Access Port Multicast TV VLAN
FE9 Access AdmitAll  Enabled
AdmitAll - Enabled

Customer Port Multicast TV
» Spanning Tree
» MAC Address Tables
AdmitAll  Enabled
AdmitAll - Enabled
AdmitAll  Enabled

» Multicast

» |P Configuration
AdmitAll - Enabled
AdmitAll  Enabled

» Security

» Access Control
AdmitAll - Enabled
AdmitAll - Enabled

» Quality of Senvice
Enabled

Interface Settings

3
3
>
3

© W N o A W R

Access
Access
Access
Access
Access
Access
Access
Trunk
Trunk
Trunk
FE20 Trunk
Trunk
FE22 Trunk
FE23 Trunk
Trunk
GE1 Trunk
GE2 Trunk
GE3 General
GE4 Trunk

» SNMP

nabled
Admit All
Admit All
AdmitAll - Enabled
AdmitAll  Enabled
AdmitAll - Enabled
AdmitAll  Enabled
AdmitAll - Enabled
AdmitAll  Enabled
AdmitAll - Enabled

S NN N RN RN RN RN RN RN R NN RN NN RN NN RN N NN

[eleNeleNeNeNeoNoNeoNeoNoNoNoNoNoNoNoNoNohoNoNol

Copy Setftings. Edit

s Reserved.




PRIMER NASTAVITEV VLAN-OV NA CISCO SF-300

lllllllll Small Business cisco  Language: Logout About Help
cisco SF300-24 24-Port 10/100 Managed Switch —

Getting Started
» Status and Statistics Port to VLAN

» Administration VL i Showing 1-28 of 28 Al per page
Port M it .
" lanagement Filter:  VLANID equalsto |4 .

AND{nterface Type equals to

Default VLAN Settings Interface Mame | VLAN Mode | Membership

VLAN Settings FE1 Access Excluded
Interface Settings

FE2 o
Port to VLAN

Port VLAN Mel ip FE3 Access Excluded :
Private VLAN Settin: FE4 Access Excluded j
GVRP Seftings FES Access Excluded  |v
UWESIERTS FEB Access Excluded |

Voice VLAN FE7 Ac Exdluded
Access Port Multicast TV VLAN cess clude

Customer Port Multicast TV FE8 Access m
» Spanning Tree FE9 Access
» MAC Address Tables Access Excluded
» Nulticast Access Excluded
» P Configuration Access Excluded
» Security Access W‘
» Access Control Access [Excluded  [v]
> Quality of Senice Access m
e ShIME Access [Excluded  [v]
Trunk
Trunk Tagged
Trunk m
Trunk

Trunk Tagged

Trunk Tagged

Trunk Tagged
Trunk Tagged

Trunk Tagged

Trunk Tagged
General Excluded

Trunk Tagged .

©2010-2014 Cis




PRIMER NASTAVITEV VLAN-OV NA CISCO SF-300

Small Business
wfra]u

cisco SF300-24 24-Port 10/100 Managed Switch

Getting Started

» Stalus and Stalistics

jgement

Port VLAN Membership

F - Forbidden member T-Tagged member U - Untagged member

| - Internally used VLAN

eisco  Languace: [ M logout About Help

G- Guest VLAN M - Multicast TV VLAN Pp - Private VLAN Primary Ps - Private VLAN Secondary

Port VL ip Table

Showing 1-28 of 28 | Al . per page

Default VLAN Settings
VLAN Settings

Interface Settings

Port to VLAN

Port VLAN Membership|
Private VLAN Settings
GVRP Settings

VLAN Groups

Voice VLAN

Access Port Multicast TV VLAN
Customer Port Multicast TV

Filter:  Interface Type equals to Ponj

Interface ~ Mode Administrative VLANS

Operational VLANS

» Spanning Tree

» MAC Address Tables

FE1 Access  2UP
FE2 Access  2UP
FE3 Access  2UP
FE4 Access  2UP
FES Access  2UP
6 Access  2UP

Fl Access  2UP
FE8 Access  2UP
FE9 Access  2UP
Access  2UP

Access  2UP

Access  2UP

Access  2UP

Q0 QCC

Access P

Access

Access

Trunk

Trunk

Trunk 2UP, 3T, 4T, 5T, 6T, 100T
Trunk 2UP, 3T, 4T, 5T, 6T, 100T
Trunk 2UP, 3T, 4T, 5T, 6T, 100T
Trunk 2UP, 3T, 4T, 5T, 6T, 100T
Trunk F, 3T, 4T, &T, 6T, 100T
Trunk 4T, 5T, 6T, 100T
Trunk

Trunk

General 2UP, 5T, 100T

Trunk AUF, 2T, 3T, 4T, 5T, 6T, 1007

OO0 0000000000000 00C0C0QCCC

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP

2UP, 3T 4T, 5T, 6T,

2UP, 3T, 4T, 5T, 6T, 100
2UF, 3T, 4T, 8T, 6T, 100T
2UF, 3T, 4T, 8T, 6T, 100T
2UF, 3T, 4T, 8T, 6T, 100T
2UF, 3T, 4T, 8T, 6T, 100T
2UF, 3T, 4T, 8T, 6T, 100T
2UP, 3T, 4T, 5T, 6T, 100T
2UP, 3T, 4T, 5T, 6T, 100T
2UP, 3T, 4T, 5T, 6T, 100T
2UP, 5T, 100T

1UP, 2T, 3T, 4T, 5T, 6T, 100T
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ARNES AUTOMATOR

1. https://automator.arnes.si/

2. Omogoca upravljanje stikal, ki so bila Solam dobavljena v okviru projekta SIO 2020.
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ARNES AUTOMATOR

PodrobnejSa video navodila za uporabo se nahajajo v tej spletni uCilnici v

poglavju Arnes orodja.
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VIRI

= https://en.wikipedia.org/wiki/Virtual LAN
= https://en.wikipedia.org/wiki/IEEE_802.1Q
= https://wiki.mikrotik.com/wiki/Manual:Interface/VLAN

= UporabniSka navodila za opremo: HPE, Cisco



